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Abstract

Building Information Modeling (BIM) provides a significant opportunity to enhance the
performance of the asset building industry by enabling efficient collaboration and information
exchange among stakeholders. Developed by buildingSMART, the Industry Foundation Classes
(IFC) has been established as an open standard, facilitating data exchange and interoperability.
The adoption of IFC offers several advantages for BIM data exchange. It promotes interoperability
among different software platforms, allowing stakeholders to seamlessly exchange BIMs without
format conversion issues. However, ensuring the authenticity and integrity of BIM data remains
a critical concern. Various solutions and standards for exchanging and authenticating BIMs have
been developed, yet certain flaws persist including limited support for object-level
authentication, implementation complexity, and maintenance consideration like long-term
verification. This research explores the potential of adding digital signatures to BIMs at the object
level by investigating the IFC schema and highlights the existing challenges regarding IFC
structure to implement a fully functional solution.
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1 Introduction

One of the significant advantages of applying BIM in projects is the improvement in efficiency and
productivity by facilitating collaboration among all multidisciplinary parties and stakeholders
involved throughout project life cycle (Poirier et al., 2017; Song et al., 2021), In fact, BIM serves
as a platform to improve collaboration (Zhang et al., 2021) providing the possibility of generating
and managing data (Mohammad et al, 2019), as well as exchanging and sharing reliable
information, which results in better decision-making (Zhang et al., 2021). However, there are
many challenges in adopting BIM in practice, including lack of trust and transparency (Saini et al.,
2019), Traceability (Celoza et al., 2023), Interoperability (Mohammadi et al., 2024), security and
integrity of the shared information (Bodea, 2018), professional liability (Arshad et al., 2019), and
Ownership and intellectual property (IP) rights (Hijazi et al.,, 2021).

Addressing the challenges mentioned above requires a solution ensuring authenticity and
integrity of BIMs. Additionally, any solution should be compatible with existing (and emerging)
processes and standards, aligned with regulatory and legal concerns, while supporting
interoperability between software tools. One such approach, openBIM as an open standard which
is “a collaborative process that is vendor neutral” (openBIM Definition - buildingSMART
International, 2020) and its related concepts and standards, should be considered as a solution
for regarding technical interoperability between software platforms as well as semantic and
syntactic interoperability between business processes (Jiang etal., 2019). The research presented
in this paper explores the possibility of applying data integrity techniques at the object level on
BIMs in IFC format.
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1.1 Research Methodology

The research begins with a literature review by exploring multiple academic databases like
Scopus and Google Schoolar to understand BIM adaption challenges in context of legal concerns,
digital delivery, data integrity, data integrity verification techniques, OpenBIM eco-system, and
related standards particularly IFC standards, focusing on how digital signatures can be integrated
within the BIMs. This involves examining required digital signature meta-data and mapping their
components onto the IFC structure to ensure compatibility with existing BIM processes.

In order to understand the practical requirements of an ideal solution, workshops were
conducted with Cybersecurity professionals and BIM experts. The next phase involves analyzing
the IFC schema to identify suitable containers for digital signatures at the object level. This
includes exploring the hierarchical structure and relationships within IFC data to determine the
feasibility of embedding digital signatures without significant modifications, as well as identifying
practical challenges and limitations.

1.2 Research Objective

This paper aims to explore the [FC schema to examine the possibility of adding digital signatures
to BIMs at the object level by identifying the appropriate container and place in the IFC schema.
It also highlights the challenges of exchanging information at the object level in BIMs using the
IFC format. The research endeavors to contribute to the discourse on enhancing the integrity of
BIM data through the integration of digital signature mechanisms within BIMs in [FC format. This
serves as a conceptual foundation for developing a software toolkit, thereby facilitating reliable
information exchange and collaboration in the building asset industry.

2 Background

The ideal solution for authenticating and verifying BIM data integrity should be interoperable,
secure, open, and standardized (Maier, 2020). Additionally, based on professional opinion, it
should ensure durability and long-term verification while being a standalone solution with
minimal dependency on other tools and minimal intervention in existing tools and processes, to
facilitate the adoption of the new solution in practice. Experts also emphasize the need for the
ability to authenticate BIM objects in use cases where the model is created by multiple engineers,
each responsible for their part as well as vouching other’s work.

Current solutions mostly are based on standards that involves creating a memorandum file,
either by converting the model to 2D pdf or by using a document as a cover that contains a list of
files and attached files in a container (ARINC827-1- 827-1 Electronic Distribution of Software by
Crate (EDS Crate), 2020; ARINC835-1- ARINC Report 835-1: Guidance for Security of Loadable
Software Parts Using Digital Signatures, 2014; ISO 21597-1, 2020; PDF/A-3, PDF for Long-Term
Preservation, Use of ISO 32000-1, With Embedded Files, 2020). Even BIM Common Data
Environments (CDE) act as repositories for storing files. In fact, existing solutions support file-
based authentication and would not support the mentioned cosigning or vouching scenarios.

Various techniques exist to verify data integrity, including digital signature algorithms and
blockchain-based techniques, which are commonly employed. Block-chained solutions and their
integration in BIM-based projects have received significant attention recently and there are some
implemented solutions which support both file level (Pradeep et al., 2020) and object level (Xue
& Lu, 2020) data integrity verification. Despite the various advantages of Block-chained solutions,
including transparency (Hijazi et al., 2019; Holland et al.,, 2018), traceability (Hijazi et al., 2021;
Yu, Zhang, et al., 2023), and non-repudiation for both the source and recipient (Fang et al., 2020)
as well as providing a tamper-proof eco-system (Yu, Zhang, et al.,, 2023) to protect data, there are
still many shortcomings, particularly in construction projects.

In fact, the adoption of Block-chained solutions in practice requires more thought in terms of
regulatory and legal concerns (Li & Kassem, 2021). Moreover, the current technical complexity
inherent in deploying block-chain makes them hard to implement and maintain (Nawari &
Ravindran, 2019). More specifically, existing regulations and norms in construction projects
require that any solution for authentication and data integrity support long-term validation
(Engineers Act, 2024; Secretariat, 2021). This can be challenging to achieve using blockchain
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techniques, which consist of a decentralized network of blocks. In other words, blockchain
solutions are more suitable for real-time data exchange and sharing and may be less suitable for
digital authentication. Indeed, most frameworks and solutions in the literature point to the
suitability of blockchain for ongoing construction projects or for data delivery within the
construction supply chain (CSC) (Hijazi et al., 2021).

On the other hand, digital signatures are widely used to identify signatories and verify the
integrity of digital documents (Lax et al., 2015). Digital signatures are accepted and used formally
in many jurisdictions and industries. They are easier to implement and maintain compared to
blockchain-based solutions. In fact, there are common standards, processes, and tools for
applying digital signatures for digital documents and 2D drawings. Therefore, this paper focuses
on digital signature and explores the possibility of integrating them in BIMs at the object level. It
is worth noting that digital signatures do not create a tamper-proof eco-system. Instead, they
allow the creation of a snapshot of the model at a specific date and time in order to detect any
unauthorized modification afterwards. A summary of the high-level comparison between digital
signatures and blockchain techniques in the context of this research is presented in Table 1.

Based on the preferred requirements of ideal solution and comparison presented, digital
signatures emerge as a more promising solution compared to blockchain techniques for verifying
data integrity in the built asset industry.

Table 1. High level comparison of Digital signature and Blockchain techniques.

Aspects Digital Signatures Blockchain

Legal Acceptance Widely recognized  Requires more regulations

Complexity - Implementation & maintenance - Relatively simple Higher complexity

Long-Term Validation -LTV- Support LTV complex and costly solutions

2.1 Digital Signatures and their Required Meta-Data

A digital signature employs cryptographic methods to verify the authenticity and integrity of
digital content (Goswami et al.,, 2021; Rai et al., 2023; Seetha, 2017). Adding a digital signature to
digital content is done following two main processes: signing and verifying (Mulder et al,, 2023,
Chapter 15). The details of these processes, such as digital signature types, hashing and
cryptographic algorithms, certificates, key management algorithms and their implementation are
not within the scope of this research. The focus of the research is to highlight a mapping between
the meta-data in the digital signature or certificate related to signatory and IFC data schema.

Table 2. Required meta-data for signing process.

Field Sub-Field Description Source

Issuer “Labelling attribute types (Common name, Surname, Given Name, The name of the entity issuing the X.509
Initials), Geographical attribute type ( Country name, Locality ~ certificate. The sub-fields are based on
Name, State or Province Name), Organizational attribute types X-520(X520: Information Technology - Open

. . . ; . . Systems Interconnection - The Directory:
(Organization Name, Organizational Unit Name, Title-Role-)” Selected Attribute Types, 2019).

Subject “Labelling attribute types (Common name, Surname, Given Name, ~ The subject is the certificate owner’s  X.509
Initials), Geographical attribute types ( Country name, Locality ~name. The sub-fields are based on
Name, State or Province Name), Organizational attribute types %20 (X520 Information Technology - Open

(Organization Name, Organizational Unit Name, Title-Role-)” ?;Zig; AZ::ZS:: ;;;Zg nzo_lgfhe Directory:
Validity valid from or valid after The wvalidity period of the X.509
valid to or valid before certificate.
Signing --- the time the signer completed the ~ XAdES
Time signing process.

Table 2 presents combination of partial structure of the X.509 certificate structure, as a common
“public-key certificate framework”(X.509 : Information = Technology - Open Systems
Interconnection - The Directory: Public-Key and Attribute Certificate Frameworks, 2019) and XML
Advanced Electronic Signatures (XAdES) (ETSI TS 101 903: “Electronic Signatures and
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Infrastructures (ESI); XML Advanced Electronic Signatures (XAdES),” 2010) as a standard for
specific type of digital signature, which are required for the signing process. The naming or detail
of the parameters may vary in different standards; however, the selected parameters would fulfill
the general requirements of this research.

2.2 openBIM overview

BIM is a “data-intensive process” (Xu et al., 2023) which covers various aspects of a construction
project’s life cycle including design and construction to operation and maintenance. Since various
disciplines with multiple software tools are involved in the process, the “proprietary vendor data
formats” (openBIM Definition - buildingSMART International, 2020) , and in general, system to
system interoperability, emerges as a challenge. buildingSMART has developed the openBIM
concept taking the form of international open standards and working procedures to create
“common alignment and language” (openBIM Definition - buildingSMART International, 2020).
The combination of these standards would support various aspects of projects in terms of people,
processes, and tools. The summary of the buildingSMART (buildingSMART International, 2023)
open standards and services is presented in Table 3.

Table 3. Summary of the buildingSMART openBIM standards and services

Name Type/Standard Description

IFC ISO 16739-1:2024 As a data model schema, it provides a vendor-neutral digital description

-Industry Foundation Classes- of project(Industry Foundation Classes (IFC), 2024).

IDS buildingSMART Computer-interpretable XML standard to define and check information

-Information Delivery Specification- Standard requirements from IFC model (bSI Standards - buildingSMART
International, 2019; buildingSMART/IDS, 2020/2024).

IDM 1SO 29481-1:2010 a methodology for collecting and defining information flow and

-Information Delivery Manual- procedures throughout the project lifecycle(Information Delivery Manual
(IDM), 2024).

BCF buildingSMART It enables BIM apps to exchange model issues via shared IFC data,

-BIM Collaboration Format- Standard improving collaboration(BIM Collaboration Format (BCF) - buildingSMART
International, 2019).

MVD buildingSMART a subset of IFC schema that fulfil one or more information exchange

-Model View Definitions- Standard requirements(Jiang et al., 2019; Model View Definitions (MVD), 2024).

bsDD buildingSMART collection of interconnected data dictionaries based on Information

-buildingSMART Data Dictionary- Technical Service Framework for Dictionaries (IFD) standard (ISO 12006-3) to identify and

validate the objects name and attributes(buildingSMART Data Dictionary -
buildingSMART International, 2024).

IFC Validation service buildingSMART Check the compliance of IFC file against IFC Standard (IFC Validation Service,

Technical Service 2024).
UCM-Use-Case Management service- buildingSMART Developed based on IDM methodology to Capture, specify, exchange best
Technical Service practices(Use Case Management, 2024).

2.3 IFC Data Schema

IFC is defined by buildingSMART International and certified by the International Organization for
Standardization (ISO) - ISO 16739-1 (ISO 16739-1,2024) - as an international standard file format
to facilitate BIM data exchange between and interoperability among software tools (Kim et al,
2020; Won et al., 2022). Architectural information within IFC files is represented through the
“relationships between a building object and its property information” (Kim et al., 2020). IFC is a
STEP physical file format -ISO 10303-21- and uses Express language -ISO 10303-1- for schema
publication(IFC4.3.2.0 Documentation, 2023).

Based on (IFC4.3.2.0 Documentation, 2023), The architecture of the IFC data schema
comprises four conceptual layers: Resource, Core, Interoperability, and Domain layers. Figure 1
illustrates an overview of the IFC architecture. At the lowest level, the Resource layer contains
individual schemas base definitions. The definitions in Resource layer do not have a globally
unique identifier (GUID), therefore they cannot be used independently. The next layer, the Core
layer contains Kernel schema and core extensions. Entities defined at the core layer or above are
assigned a GUID, and they can be initiated independently. The third layer, the Interoperability
layer, encompasses schemas containing entity definitions customized for specific product,
process, or resource specializations that cover various disciplines. The definitions in the
Interoperability layer are usually employed for sharing and exchanging construction information
between different domains. The top layer, the Domain layer, contains schemas related entity
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definitions specialized for products, processes, or resources within specific disciplines. The
definitions are primarily utilized for sharing and exchanging information within the same
domain. The IFC data schema architecture is a hierarchical structure in which entities and
definitions in higher layers can reference and use those in the lower layers (Won et al., 2022).

| Domain layer |

| Interoperability layer |

Core Layer Control Extension Control Extension Control Extension
—~. _Kernel _—
| Resource layer ~ |

Figure 1.0verview of the IFC architecture (IFC4.3.2.0 Documentation, 2023).

3 Findings and Results

Various studies suggest different approaches to extend IFC Schema including creating a new
entity or extending properties by adding new attributes to existing entities (Yu, Kim, et al., 2023).
Another approach is reusing an existing entity in the IFC schema which holds all the necessary
information for the specific purpose (Won et al., 2022). Since defining new entities or properties
and adding them into the schema implies long and complex processes to become part of formal
IFC standard, which them lead to modifications in existing tools, the research focuses on finding
an existing entity in the schema to reuse it as a container for the digital signature.

3.1 Integrating digital signature into the IFC data schema

Integrating digital signature into IFC data schema involves ensuring that the signatures are
embedded in a manner that is compatible with existing IFC data schema and common standards
for digital signatures. As shown in Figure 2, the basic definitions of required meta-data for digital
signatures can be found in the resource layer. The IfcActorResource schema represents persons
or organizations and their relationships and the IfcDateTimeResource schema contains generic
definitions of date and time (IFC4.3.2.0 Documentation, 2023).

IFC Data Schema - Core layer

JI3NSS] JEIYNIA)
Palqngajedynia)
2oy Jausdig
Ap1EA 33EIPIIRY
awr | Suiudig

Digital Signature

Figure 2. High-level mapping between IFC Data schema Core definitions and Digital signature Data parameters

To effectively utilize the inheritance structure in the IFC data schema, the digital signature
container should be at the lowest possible level in the layered architecture. This ensures that the
container can be accessed by the maximum number of entities within the schema in higher layers.
Interoperability layer and Domain layer are not suitable because some definitions in these layers
are specific to a particular concept which are unrelated to other entities, and they are placed in
the section of the schema which cannot be inherited by higher levels. Moreover, some entities in
lower layers need to have digital signature but they cannot inherit from definitions in higher
layers. Consequently, using definitions in these layers requires repeating definition in various
places in the IFC data schema. Therefore, the appropriate candidate for this placement would be
the Core layer or Resource Layer.
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As shown in Figure 2, IfcActorResource and IfcDateTimeResource cover the meta-data related
to certificate issuer or signer and date and time of digital signature, however adding digital
signature to an element requires a container which covers all meta-data together, including the
digital signature. By exploring the IFC data schema in the resource layer, the
IfcObjectReferenceSelect is found as a potential container for digital signature. Listing 1
illustrates the formal representation of IfcObjectReferenceSelect in Express language with
highlighted required type values for the digital signature. “IfcObjectReferenceSelect is a select
type, that holds a list of resource level entities that can be used as property values for an
[fcPropertyReferenceValue being a property within an IfcPropertySet.” (IfcObjectReferenceSelect
- IFC 4.3.2 Documentation, 2022). The IfcPropertySet is in the Kernel part of Core layer of [FC data
schema and serves as a container for properties in property tree which ends in IfcRoot as
illustrated in Figure 3. In fact, the relation of IfcObjectReferenceSelect with IfcPropertySet and
consequently with IfcRoot, as the most abstract and foundational class for all entity definitions
originating in the kernel or in higher layers of the IFC specification, ensure that
IfcObjectReferenceSelect would be accessible by all entities in the [FC data schema.

[fcObjectReferenceSelect contains type values in relation with other entities and types in I[FC
data schema which supports adding more detailed meta-data for the digital signature.
Additionally, calculated digital signature could be placed in IfcTable which supports having

multiple digital signatures with customized table structure on specific object.

Listing 1. Representation of IfcObjectReferenceSelect
(IfcObjectReferenceSelect - IFC 4.3.2 Documentation, 2022)
01 “TYPE IfcObjectReferenceSelect =

02 SELECT

03 (IfcAddress

04 JIfcAppliedValue

05 .IfcExternalReference

06 ,IfcMaterialDefinition

07 ,IfcOrganization

08 .IfcPerson

09 ,IfcPersonAndOrganization

10 ,IfcTable

11 JIfcTimeSeries); Figure 3. Entity inheritance of IfcProertySet
12 END_TYPE; (IfcObjectReferenceSelect - IFC 4.3.2 Documentation, 2022)

3.2 Challenges of using the IFC data schema for Digital Signature of BIMs

Adding digital signatures to specific objects within IFC BIMs involves several significant
challenges. In fact, similar to the signing process in the paper-based building models or digitalized
2D models, where the signatory would place the signature on a specific view of the model, this
process requires the precise selection of specific objects and their related data in the model. The
key challenges associated with this task and IFC Schema are highlighted as follows:

3.2.1 Backward and forward compatibility issue in the IFC Data Schema

Backward and forward compatibility refers to the capability of an exchange structure to function
correctly with both previous and future versions of a specification (IFC4.3.2.0 Documentation,
2023). In the current version, IFC 4.3.2, there are new definitions that did not exist in previous
versions, as well as definitions that are now obsolete or candidates for obsoletion in the next
version. Therefore, using certain definitions in the schema carries the risk that they may not exist
in previous or future versions of the IFC data schema. For instance, IfcObjectReferenceSelect,
proposed as a container for digital signatures, is a new type in IFC 2.0, and IfcTable was added to
its definition in IFC 4.0 (IFC4.3.2.0 Documentation, 2023).

3.2.2 Exchange of BIM data through the utilization of IFC MVD

MVDs can be considered as “IFC view definition”(Afsari et al., 2016) that are extracted from IFC
schema to facilitate data exchange based on specific Exchange Requirement (ER)(Chipman et al,,
2016). In practice, when the BIM model is developed in an authoring too], it is exported to IFC
format based on selected MVD (Afsari et al,, 2016; Yu, Kim, et al., 2023). The MVDs and their
related exchange requirements are presented by the buildingSMART standard mvdXML. This
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standard contains predefined templates for the sub-set of IFC schema as a graph, including all
required entities and attributes (Chipman et al., 2016).

Whitin the scope of this research, two issues arise when using MVD IFC files to authenticate
an object and its related entities: 1) There is a possibility of referencing entities that are not
included in the files. This creates potential legal issues since an engineer might be responsible for
an object that does not exist in the exported MVD IFC file. 2) predefining all possibilities for all
entities and their combinations in the IFC schema is almost impossible.

3.2.3 Relationships in IFC schema

Relationships between entities play a significant role in [FC data structure in terms of consistency
in definitions and creating flexible and extendable structures. However, the various types of
relationships, including inverse relationships and objectified relationships along with related
concepts attached to them including references, cardinality, make [FC BIMs complex for analyzing
and navigation. In fact, this complexity creates challenges for “object-based use of IFC data”(van
Berlo et al,, 2021).

One approach to explore the issue of navigating IFC model starting from a selected object
toward extracting all related objects is applying graph-based theories and methods to BIMs data
because of IFC models object-oriented nature (Ismail et al., 2017; Tauscher & Crawford, 2018).
By considering an IFC model as a graph, we need to find all possible path starting from specific
object and ending with an object that has no related object. If the graph can be considered as a
tree or directed acyclic graph, finding those paths is possible, however the relationships in the
IFC schema implies that there are possibilities to have undirected circuits - loops - (van Berlo et
al,, 2021). Therefore, it seems that extracting related objects and data for a selected object in the
[FC model is hard to achieve considering the current IFC data schema.

3.2.4 Redundant instances in IFC Models

IFC files produces by different software platforms often include considerable amount of
redundant information from import and export processes (Du et al., 2020; Sun et al., 2015; Zheng
et al.,, 2024). The direct consequence of redundant data in excessive file size and various studies
focus on compressing the IFC file by eliminating redundant data. From an authentication point of
view, duplicate instances could cause ambiguity in assigning responsibility.

3.2.5 Optional Data and elective implementation of the IFC Schema in Software tools

The IFC Schema contains various optional data elements, moreover, IFC authoring tools, whether
native or proprietary, which convert models to IFC based on specific MVDs, may not always
populate all required data. When integrating digital signatures into BIM objects, appropriate
functionality can resolve this issue by automatically extracting necessary data from the signatory
certificate and filling in the relevant properties.

4 Conclusion

This research explored the feasibility of integrating digital signatures at the object level within
BIMs using the IFC data schema. The goal was to address the need for information exchange and
collaboration in the built asset industry by ensuring the authenticity and integrity of BIM data.
The investigation identified both promising opportunities and significant challenges associated
with this approach.

One promising aspect is the potential for adding a digital signature to the IFC model through
an existing entity, providing a foundational basis for incorporating necessary metadata related to
digital signatures. However, the highlighted challenges, particularly the extraction of specific
objects and their related objects and data in the model poses a critical barrier to integrating digital
signature in the [FC model at the object-level. In fact, the current IFC data schema is designed to
be optimized for file-based data exchange (van Berlo et al.,, 2021). There is an ongoing effort to
address part of some of these issues by buildingSMART throughout the new version of IFC schema
-IFC 5-. Until then, adopting an intermediary solution capable of authenticating objects in an IFC
model, independent of the current [FC data schema, may be a more practical approach. The future
work of this research will focus on proposing solution in which the digital signatures will add to
the IFC file over a container within the file with reference to the selected objects in the model.
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