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AN ENCRYPTION KEY DISTRIBUTION STRATEGY FOR
SECURE SHARING OF SENSITIVE INFORMATION
USING BLOCKCHAIN IN CONSTRUCTION PROJECTS

Jack C. P. Cheng', Xingyu Tao’ and Moumita Das’*

Abstract: Project information is shared in construction projects via centralized web-
based or cloud-based platforms. However, pertaining to the distributed nature of
construction projects where project participants are bound by contractual
relationships for the duration of a project, a lack of complete trust among them is
likely. Therefore, centralized platforms that require entrusting ownership and
management of information to a single entity are unsuitable for construction
projects. Therefore, public blockchain platforms that can facilitate irreversibility in
records through their distributed ledger technology is recommended.

However, information on public blockchain ledgers is public which is unsuitable for
sharing sensitive project information such as payment and tendering related
information. Therefore, this paper proposes an encryption key distribution strategy
for construction projects using which project participants can authenticate their
identities and share sensitive in-formation between two contracting parties in a
confidential manner. Considering the high degree of sub-contracting in
construction projects and the non-technical nature of construction project
participants, the proposed key distribution strategy is designed to create minimum
key management overhead for the project participants. The security of the proposed
key distribution strategy is validated with a symbolic attack model using a security
protocol verification tool called Tamarin prover and supporting discussions.

Keywords: Blockchain, Cryptography, Construction Data Sharing, Key Distribution.

1 INTRODUCTION

In construction projects, project information is shared using centralized cloud-based
or web-based platforms such as Aconex (ACONEX 2018), BIM 360 (Autodesk 2018), and
PMWeb (PMWeb 2020). On such centralized platforms, the ownership of data for
management is required to be entrusted with project participants or a trusted third party.
Data on cloud is stored on virtual machines that share resources via a common
hypervisor (Studnia et al. 2012). Therefore, risks such as data loss, data corruption, and
denial of data access are some of the risks posed by centralized cloud-based platforms
(Beckham 2011). Construction projects, in general, have a fragmented project-
organizational structure where project participants are bound by contractual
relationships for a short duration of time. Due to this reason, they do not fully trust each
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other. Therefore, a trustless method of sharing information where project participants do
not have to trust each other or a centralized entity for safekeeping of information is
required in construction projects. Blockchain is a peer-to-peer technology that facilitates
irreversibility in records stored on them through distributed ledger technology and
probabilistic consensus algorithms (Crypto51 2020, Zhang and Lee 2019). However, due
to the public nature of the blockchain ledgers, they are not suitable for recording
sensitive information such as payment, design changes, and tendering related
information in a plain text format. Therefore, data may be encrypted with military-grade
symmetric encryption algorithms such as AES (Advanced Encryption Standard)
(Dobbertin et al. 2004) before storing on blockchain platforms. However, construction
projects are an aggregation of contractual relationships where encryption should be done
in such a way that sensitive information common between two contracting parties are
accessible only by them while non-sensitive information is available publicly to other
project participants for monitoring and auditing purposes. For example, sensitive
information in payment claims such as personal financial information and amount paid
should be kept confidential between contracting parties only. However, the fact a
payment transaction has taken place between the two parties and non-sensitive
information such as payment date and status should be public to facilitate transparency
in payments.

In this paper, a key distribution strategy is proposed for construction projects by
deploying public-key encryption (Dolev 1983) based method to share encryption keys
among project participants for facilitating data confidentiality between two contracting
parties and user authentication. Distribution of encryption keys in hierarchical networks
such as wireless sensor networks has been explored by researchers. Researchers (Indu et
al. 2016, Ali et al. 2017) have proposed key distribution methods using a trusted third
party and centralized cryptographic servers between users, data owners, and cloud
storage in wireless sensor networks. However, due to the fact that cloud-based key
management is faced with problems of high latency (Kahvazadeh and Garcia 2018) and
the requirement of entrusting central authorities with parameters of encryption, they are
not appropriate for construction projects. Chen et al. (Chen et al. 2014) proposed a
distributed hierarchical key distribution strategy to create common encryption keys for
messaging between two sensors via a sensor cluster head. This approach requires
transferring a common key to the communicating sensors via a network that may be
corrupted. Diffie Hellman (DH) key exchange (Rescorla 1999) protocol facilitates the
establishment of common encryption keys between two communicating parties without
having to actually transfer the common encryption key over a network. However, the
DH key exchange protocol approaches that do not deploy methods to authenticate the
identities of honest users suffers from the vulnerability of Man-in-the-Middle (MIM)
attacks (Conti et al. 2016). In MIM attacks, an attacker poses as an honest user to
establish a secure communication channel between himself and another honest user and
trick them into leaking sensitive information.

Therefore, the proposed key distribution strategy in this paper uses a blockchain
network as a platform to authenticate the identities of honest parties interested in a
confidential communication. This key distribution strategy does not require entrusting a
central entity for distributing encryption keys. In the proposed approach, every project
participant holds one public-private key-pair that is used to authenticate their identity as
honest users and generate shared encryption keys for as many as contractual
relationships necessary. Considering the high degree of sub-contracting in construction
projects, the key distribution strategy is designed to create minimum key management
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overhead by facilitating the on-the-fly generation of shared encryption keys by users
using public parameters from the blockchain platform and their own encryption key-pair.
The proposed key distribution strategy is validated using a symbolic attack model that
simulates attack scenarios by an adversary. A security protocol verifier tool called
Tamarin prover (Basin et al. 2017a) is used to create protocol and adversary models to
generate proofs demonstrating the robustness of the proposed key management strategy.

2 METHODOLOGY

Owner’s Representative

Sub-Contractor Sub-Contractor

Legends:
= == == Refersto connection two contracting parties via blockchain network
~—~_x Refersto step 1: sharing of public parameters from blockchain
-7~ ~~_«# Refersto step 2 : retrieving of public parameters from bIockchain@
Refers to step 3 : establishment of shared encryption key
for confidential communication

Figure 1 The System Architecture of the Proposed Key Management Strategy

In this section, the methodology of the proposed key distribution strategy for
construction projects is presented. Figure 1 shows the system architecture of the
proposed key distribution strategy that consists of three parts — (1) sharing of public
parameters to a blockchain platform, (2) retrieving of public parameters from the
blockchain platform for the generation of a shared encryption key, and (3) establishment
of a shared encryption key between two parties interested in sharing confidential
information. Section 2.1 introduces the components of public-key cryptography used in
the proposed key distribution strategy. Section 2.2 and Section 2.3 present the
methodology and the design consideration in the proposed key distribution strategy
respectively.

2.1 Encryption for Data Confidentiality and User Authentication

Figure 2 shows two encryption primitives namely, (a) asymmetric or public-key
cryptography and (b) symmetric or secret-key cryptography that facilitate security
properties, user authentication and data confidentiality respectively. Encryption is
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defined as “the cryptographic transformation of data (called “plaintext”) into a form
(called “cyphertext”) that conceals the data’s original meaning to prevent it from being
known or used. If the transformation is reversible, the corresponding reversal process is
called “decryption,” which is a transformation that restores encrypted data to its original
state” (NIST 2015). Figure 2 (a) illustrates asymmetric encryption (Rivest et al. 1978) in
which a cryptographic key pair — a public key and a private key is used, that can be used
to represent and verify a user's identity. In this key pair, the public key as the name
suggests can be shared with everyone whereas the private key should be kept
confidential.

(B) Data Confidentiality using
Symmetric Encryption
" _nd Q=
SKY=AB i) SKi/=AB
Encrypt \___Data _J Decrypt

Participant A Participant B

Encrypt Enarvpied Decrypt
SKE:A Data PKE:A
ofo—1Itl O

(A) User Authentication using
Asymmetric Encryption

Legends :
PKIi — Public Key of participant i
SK'! — Private Key of participant i
SKI — Shared Encryption Key of party i and j
Figure 2 Asymmetric and Symmetric Encryption for User Authentication and Data
Confidentiality

In order to use public-key encryption for user authentication, users should first create
an asymmetric key pair (PK' and SK' as shown in Figure 2(a)) using public-key
encryption algorithms such as RSA (Rivest et al. 1978). The public key consists of two
random large prime numbers (n;) and (e;) (Rivest et al. 1978), whose public disclosure
which has no effect on the security. The private key consists of an integer (d;) derived
from the public components by solving an NP-hard problem. The strength of asymmetric
encryption lies in the fact that the private component, (d;) cannot be derived from the
public components, (n;) and (e;) through trial and error approach. For example, a 3072-
bit or longer asymmetric keys will require more than 10 years to be broken through
brute force as evaluated by the National Institute of Standards and Technology (NIST) of
the U.S. Department of Commerce (Barker and Barker 2019).

Table 1 shows how user authentication and data confidentiality is facilitated by
public-key cryptography (‘m’ and ‘¢’ are plain text and cyphertext respectively in Table
1). As shown in Table 1, for user authentication, a user uses his private key to encrypt a
message, more commonly known as a digital signature. This digital signature is can be
verified by any public user by decrypting it with the public key of the corresponding
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signer, hence authenticating his identity. However, asymmetric encryption is slow and
computationally expensive for encryption of large data and therefore is not used to
facilitate data confidentiality (Salama et al. 2009). For data confidentiality, symmetric
encryption such as AES (Advanced Encryption Standard) (Dobbertin et al. 2004) that
uses a single encryption key for both encryption and decryption as illustrated in Figure 2
(b), is used. The robustness of asymmetric and symmetric encryption for user
authentication and data confidentiality can be found in well-established standards for
encryption (Barker and Barker 2019). Therefore, this paper uses asymmetric and
symmetric encryption primitives for user authentication and data confidentiality in the
proposed key distribution strategy for construction projects.

Table 1 Public Key Encryption (Rivest et al. 1978)

Encryption Decryption
Data Confidentiality ¢ = (m)®mod(n;) m = (c)%mod(n;)
User Authentication c = (m)%mod(n;) m = (c)*mod(n;)

2.2 The Proposed Key Distribution Strategy

Promisor Promisee
(Participant A) (Participant B)
F‘ublic—PriV*ate Key Pair Public—Pri\ﬁe Key Pair
f N s N\
SKi=A pPKi=A PKi=B SKi=B

@ Gi:A

123@ SKl:A 1=A® SK1=B
h Y
SKij:AB SKij:AB

Legends:
@ Share Shared key Generator (Public)

@ Retrieve Shared key Generator (Public)
@ Generate Shared Encryption Key
PK! — Public Key of participant i

SK%_— Private Key of participant i
SKY — Shared Encryption Key of partyiand j

Figure 3 The Proposed Key Distribution Strategy

This section presents the proposed key distribution strategy based on the Diffie-
Hellman Key (DH) exchange method (Rescorla 1999), and public-key cryptography
standards such as RSA cryptography (Rivest et al. 1978) and Blockchain technology. The
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methodology as illustrated in Figure 3 consists of three steps — (1) sharing of a shared
key generator to a blockchain platform, (2) retrieving of the shared key generator from
the blockchain platform, and (3) establishment of a shared encryption key between two
contracting parties. As shown in Figure 3, the contracting parties consist of a promisor
(one who promises to pay and is on a higher level in the project organizational hierarchy)
and a promisee (one who is entitled to a payment upon completing work and is relatively
lower on the project organizational hierarchy) such as a main-contractor and a sub-
contractor respectively (as shown in Figure 1).

In this first step, as shown in Figure 3, two contracting parties who are interested in
establishing a secure channel for sharing confidential information create generators,
G=4 = (ey)% mod(n,) and G=F = (e4)9® mod(ny) each (where e4, and ny are the
public key parameters of the promisor) and share it on a blockchain platform. Once the
generators are shared on the blockchain platform, the relevant parties confirm the
authenticity of those generators through other channels of communication such as email
(discussed further in Section 2.3). In the second step, as shown in Figure 3, the project
participants download each other shared key generators. Smart contracts may be
deployed for uploading and downloading customized information (such as generators in
this case) from blockchain platforms (Ahmadisheykhsarmast and Sonmez 2018, Regnath
2018). In the third step, as shown in Figure 3, a shared encryption key is established
between the two participants (promisee and promisor). Both the participants A and B
generate a common encryption key, SK'=AB (as shown in Figure 3) by using their own
private keys and shared public parameters such that SKI=AB = (G;_g)%=A mod(n,) and
SKU=AB = (G;_,)%=B mod(n,).

2.3 Reduction in Key Management Overhead

public
__PKe PK®
SK - . i j
| SKO1 K02 gR03! private private | SK° |
T . Promisor .
Promisor , ) .
VARE BREN /1N
// 1 ~ N — , rd l ~
\
. ’ . b . Promisee. . .
. . .Promisee . . . , .
- - - - PK PK PK3
pKi PK? 3 public
j::_'::::_'::::::::::::::::::::::::::__J]'J_“_(::::,p private | SK* SK? SK? |
SK! SK? SK® T
1 private
SK%t §K02 SK03 !

(a) Without the Proposed Key Distribution Strategy  (b) With the Proposed Key Distribution Strategy

—————— Contractual Relationship  SK private key of a participant  SK' - shared private key

Figure 4 Shared key distribution with and without the proposed key distribution
strategy

Figure 4 shows a scenario of shared key distribution between two contracting parties
with and without the design considerations of the proposed key management strategy.
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Figure 4 (a) shows a case where shared keys are distributed using other methods such as
using encryption to protect keys when being transferred through a network. In such
cases, due to the hierarchical organizational structure of construction projects with a
high degree of sub-contracting, every project participant will have n+1 number of private
keys to manage, where n is the number of contractual relationships of a project
participant. As shown in Figure 4 (a), the proposed approach reduces the key
management overhead to one key per to one per project participant. Furthermore, there
may be additional keys to manage if encryption is used to secure key transfer. Therefore,
the proposed key distribution strategy provides a method that is unaffected by the
security of a network (demonstrated in Section 3) to distribute shared encryption keys. In
the proposed approach, shared encryption keys or private keys are never exchanged over
a network and therefore, the security of the proposed strategy does not depend on the
security of the network.

3 VALIDATION

In this section the security of the proposed key distribution strategy is assessed for
two cases — (a) leaking of private keys to an adversary and (b) an adversary posing as an
honest user (as shown in Figure 5). Tamarin prover (Basin 2017b), a security protocol
verifier tool is used to deploy a symbolic attack model to validate the security of the
proposed key management strategy under the cases shown in Figure 5. Tamarin prover
has been widely used by researchers for the verification of security protocols (Basin et al.
2015, Dreier et al. 2018). It provides a first-order logic-based modelling language and
uses equational reasoning with heuristics for verification and falsification of a symbolic
attack model. A protocol model and adversary models may be developed using the
constructs, “rule” and “lemma” of the tamarin modelling language followed by the
deployment of the tamarin prover engine to validate the protocol against the adversary
models. The results prove robustness or security loopholes in a cryptographic protocol.

Leaking of private keys @ Adversary posing as
to adversary honest
E(m)sk GA
3 ~ z z x S z SKBX

Participant A Participant B Participant A t Participant B

Leaks SK-» t L
Establises SKB%

Sends encrypted messages

Legends:

E(m)sx Message encrypted with a Participants Private Key

> Steps in the Key Distribution Strategy
--------- > Attack by an Adversary

Figure 5 Illustration of Cased of Security Vulnerabilities
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Figure 5 (1) shows the case in which an adversary controlling the network can steal
private keys during key distribution through the proposed key distribution strategy.
Figure 5 (2) shows the case where an adversary poses as an honest user and establishes a
shared encryption key to communicate with another honest user and then tricking him
into leaking sensitive information. These two cases are modelled using the Tamarin
modelling language as shown in Figure 6(b) and Figure 6(c) respectively. The protocol

model of the proposed key distribution strategy is shown in Figure 6(a).

(a)
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Tyl
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Figure 6 Protocol and Adversary Modelling using Tamarin Prover
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Results from Tamarin Prover
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Figure 7 Results from tamarin prover and discussion

Figure 7 shows the results of the execution of the symbolic attack model using
Tamarin prover. The results show that the proposed key distribution strategy, at no
given point, leaks private key information to any adversary, unless it is purposefully
leaked out by a participant (or stolen). This means that the proposed key distribution
strategy is suitable for establishing shared encryption keys in compromised networks.
Hence as discussed in Section 2.3, it provides the benefit of low-key management
overhead with high security.

The results (as shown in Figure 7), however, shows that the proposed key distribution
strategy is not resilient to the second security vulnerability scenario where an attacker
poses as an honest user. This is because the protocol model (as shown in Figure 6) does
not consider the security of identity verification provided by the blockchain platform.
The proposed key distribution strategy deploys blockchain’s property of immutability for
verifying the authenticity of the key generators (as discussed in Section 2.3) by the
respective participants. Therefore, as shown in Figure 7, any attempt by adversaries to
intercept honest communication and inject his own key generators to establish a shared
encryption key to communicate with honest users is prevented by the honest users (in
contrary to the corresponding case shown in Figure 5(2)).

4 CONCLUSION

Construction projects consist of project participants who are bound by contractual
relationships. Although it may be favourable to share project information among all
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project participants to facilitate transparency and hence smooth project execution, some
sensitive information is required to be kept confidential between contracting parties.
Therefore, this paper presents an encryption key distribution strategy for sharing
sensitive information using public blockchain platforms. The proposed key distribution
strategy facilitates user authentication and confidential information sharing between two
contracting parties with minimum key management overhead. The robustness of the key
management strategy is demonstrated through a symbolic attack model and the results
are discussed. The security of the proposed key management strategy for some cases,
however, depends on the choice of the blockchain platform. It is designed to be deployed
using large public blockchain platforms that have a network size of 8000~10000 nodes
and use probabilistic consensus algorithms such as PoW (Proof-of-Work) and PoS
(Proof-of-Stake) as in Bitcoin and Ethereum blockchain platforms. Such blockchain
platforms facilitate high security in terms of the irreversibility of records which is
required by the proposed key distribution strategy. Smaller public blockchain platforms
and permissioned blockchain platforms, however, may not be able to provide high
immutability compared to large public blockchain platforms due to low total network
computational power and use of deterministic consensus algorithms respectively.
However, the architecture of permissioned blockchains is preferred and being
investigated for private organizations. Therefore, in the future, the proposed key
distribution strategy will be extended with additional security measures for using
permissioned blockchain platforms. The additional parameters of security that should be
deployed to address various security threats on permissioned blockchain platforms for
construction projects will be explored in the future.
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